


The guidance should provide bifurcated management expectations based upon the engagement
of the third-party service provider with the bank’s customers. Does the relationship remain with the bank,
meaning the bank deals directly and interacts with their customer base and is seen as the service provider?
Or has the bank ‘sponsored’ the relationship and the third-party deals directly with the bank’s customers
and is seen as the service provider?

Also, it would seem appropriate to exclude certain relationships from the definition of ‘third-party
relationships.” For example, the guidance defines a ‘third-party relationship’ as ‘any business arrangement
between a banking organization and another entity, contract or otherwise.’ For professional relationships
such as outside auditors (CPAs) or legal representation, those engagements encompass fiduciary duties
governed by ethical codes and regulations from outside professional associations and should be
streamlined.

Additionally, clarification should be provided regarding the antitrust issues as to what could or
could not be shared by banks before engaging a particular third-party service provider. While the
footnotes mention that ‘...collaborative activities among banks must comply with antitrust laws’ it does
not address specifically what those collaborative activities are. For example, IBAT as a trade association
provides endorsements of vendors after performing extensive due diligence. That does not replace a
bank’s own process but can be useful asa tool. In addition, trade associations may perform salary surveys,
providing these are undertaken in a manner consistent with the antitrust laws and regulations.

3. In what ways, if any, could the proposed description of third-party relationships be clearer?

For clarity, the guidance should adopt a clear definition of ‘Fintech.’ For example, the U.S. Chamber
of Commerce defines ‘Fintech,’ or financial technology, as the term used to describe any technology that
delivers financial services through software, such as online banking, mobile payment apps or
cryptocurrency. The definition should include IT services that make that technology or service available.

4. To what extent does the discussion of “business arrangement” in the proposed guidance
provide sufficient clarity to permit banking organizations to identify those arrangements for which the
guidance is appropriate? What change or additional clarification, if any, would be helpful?

For guestions 3 and 4, the guidance should clearly define third-party service providers and address
management expectations for both third-party service providers and their ‘subcontractors.” Those
subcontractors are often referred to as fourth party service providers and don’t deal directly with the bank
but may play a critical role in the ability of the third-party service provider to perform according to the
engagement. There should be clear and reasonable due diligence expectations for both third-party service
providers and their subcontractors that have only an indirect relationship with the bank.

The guidance should provide clear expectations for what a bank is required to review for third
parties to demonstrate adequate oversight of its subcontractors. Many of the agreements between third-
party service providers and their subcontractor contain confidentiality terms which can impede disclosure
of these relationships to banks and makes oversight difficult. Banks should be able to explicitly rely upon
independent audit and review of third-party service providers relationships with subcontractors as
adequate evidence of oversight by the third-party service provider.



5. What changes or additional clarification, if any, would be helpful regarding the risks
associated with engaging with foreign-based third parties?

The word ‘foreign’ should be better defined. Is the definition specific to international companies
operating in the United States without a domestic office or presence? Does it apply to international
companies with a domestic office or presence in the United States, or to interstate service providers?

6. How could the proposed guidance better help a banking organization appropriately scale its
third-party risk management practices?

Third-party risk management practices should be scaled based upon what is being offered to
consumers; how the service is being offered or marketed; who is offering it; and finally, what is the history
and financial condition of the third-party service provider. The scope of third-party risk management
should, based upon that scaled engagement, address the protection of confidential IT information, the
avoidance of unethical practices (UDAAP) and business continuity plans of the third-party service provider.

Community banks are taking a risk-based approach to third-party screening and due diligence. As
part of the onboarding process and on a regular basis, banks stratify their third parties into various risk
categories based on the offered product or service, as well as the third-party’s location, countries of
operation, and other key factors. They then define the screening and due-diligence process based on the
risk categories. The guidance should better address the use of a ‘risk score’ for third-party service
providers based upon that scaled involvement in risk management.

The guidance should provide additional information and expectations regarding the role of the
board in managing third-party service provider risk. While the guidance addresses dealing with contract
negotiation and oversight and accountability, the guidance also states, “the board may use executive
summaries of contracts in their review and may delegate actual approval of contracts with third parties
that involve critical activities to a board committee or senior management.’ It would be helpful to have
additional details as to the extent senior management may direct third-party due diligence and monitoring
in lieu of full board involvement.

8. In what ways could the proposed description of critical activities be clarified or improved?

The OCC addresses that in Bulletin 2013-29, which should be made part of this guidance. ‘Critical
activities’ include performing or assisting with bank functions (e.g., payments, clearing, settlements, and
custody) or significant shared services (e.g., information technology) or other activities that:

¢ could cause a bank to face significant risk if the third-party fails to meet expectations.

¢ could have significant customer impacts.

e require significant investment in resources to implement the third-party relationship and
manage the risk.

¢ could have a major impact on bank operations if the bank needs to find an alternate third-
party or if the outsourced activity has to be brought in-house.

14. In what ways, if any, could the proposed guidance further address due diligence options,
including those that may be more cost effective? In what ways, if any, could the proposed guidance
provide better clarity to banking organizations conducting due diligence, including working with
utilities, consortiums, or standard-setting organizations?






